- E-Mail Basics

Respecting E-mail Privacy

We've all received them —e-mails that have been forwarded multiple times and contain a long list of e-mail addresses.

Unfortunately, unscrupulous people including hackers and spammers can then harvest these addresses. To prevent

this from occurring when you forward e-mails, follow the steps below to use the Bcc (Blind Carbon Copy) feature. This

allows you to send messages to many recipients without displaying their addresses and compromising their privacy.

TUTORIAL

Forwarding E-mail Messages
With Bcc When Using ...

E-mail Program: Outlook Express 6
Computer Operating System: Windows XP

1. With the selected e-mail open, click on the “Forward” button on
the toolbar.

2. Ifthe "Bcc:"field is not visible, select “View" from the menu bar and
then select “All Headers" from the resulting drop-down menu. The
"Bec:"field will now be visible below the “Cc:"field.

3. Click on the"Bcc:"button and a list of all saved recipient e-mail ad-
dresses will appear. You can choose from this list or you can manually
enter the e-mail addresses of your chosen recipients.

4. As a courtesy to others, highlight and then delete the “From:"and “To:"
addresses within the body of the e-mail so spammers don't harvest
these addresses.

5. Itisagood idea to enter your personal e-mail address in the “To:" field
as often times spam filters will catch messages that do not have an
address in the “To:" field.

6. Click the "Send” button on the toolbar.

¢

2Sur|:|rise! Today Only Ge:

: N
g & o8 N =
Reply Reply all  Forwar| Print |Is |
Taok, Yo
From: Hally Forwar% oolbars Past
Date: Tuesday, May 26, 2009 4136 M - w Status Bar
To: jane_doe@cornerstonenow,com; john_xmith@n
Source Edit

Subject:

FW! Surprise! Today Only Get Free Shipping & 1

= | ==
I Eicc:

Select Recipients

£ e e o sl o

Vi Identiy's Contacts v .
Name EMail/

deriel deriel@

EZlDave pleifer

Holy holyr_7; <

I
[ E@ecs [jeffs@youisn. com; sandyp@yourisp.ci

Subject:  [Fw: Surprise! Today Gnly Get Free Ship
e~ >\|'

< b
To:
Subject: Surprise! T x

? [GEf To |mvname@myi5p.n:nm

TUTORIAL
Forwarding E-mail Messages
With Bcc When Using ...

E-mail Program: Windows Mail

Computer Operating System: Windows Vista

1. With the selected e-mail open, click on the “Forward” button on
the toolbar.

2. Ifthe"Bcc:"field is not visible, select “View" from the menu bar and
then select “All Headers" from the resulting drop-down menu. The
"Bec:" field will now be visible below the “Cc:" field.

3. Click on the"Bcc"button and a list of all saved recipient e-mail ad-
dresses will appear. You can choose from this list or you can manually
enter the e-mail addresses of your chosen recipients.

4. As a courtesy to others, highlight and then delete the “From:"and “To:"
addresses within the body of the e-mail so spammers don't harvest
these addresses.

5. Itis a good idea to enter your personal e-mail address in the “To:" field
as often times spam filters will catch messages that do not
have an address in the “To:"field.

6. Click the“Send”button on the toolbar.
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TUTORIAL

Forwarding E-mail Messages

With Bcc When Using ...

E-mail Program: Mozilla Thunderbird 3.0

Computer Operating System: Windows XP, Windows Vista, and
Mac OS X 10.5

1. With the selected e-mail open, click on the “Forward” button on
the toolbar.

2. Ifthe"Bcc:"field is not visible, select the down arrow to the left of
the word “To:"in the “To:"field. The “Bcc:" field will now be visible.

3. Enter the e-mail addresses of your chosen recipients.

4. As a courtesy to others, highlight and then delete the “From:”and “To:"
addresses within the body of the e-mail so spammers don't harvest
these addresses.

5. Itis a good idea to enter your personal e-mail address in the “To:"
field as often times spam filters will catch messages that do not have
an address in the “To:"field. To do this, click on the empty box below
the “Bcc:"field and the “To:" field will appear. Then enter your e-mail
address.

6. Click the“Send”button on the toolbar.
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TUTORIAL

Forwarding E-mail Messages

With Bcc When Using ...

E-mail Program: Apple's Mail 3.1 and Address Book 4.1
Computer Operating System: Macintosh OS X 10.5

1. With the selected e-mail open, click on the “Forward” button on
the toolbar.

2. Ifthe"Bcc:"field is not visible, select “View" from the menu bar and
then select “Bcc Address Field" from the resulting drop-down menu.
The “Bcc:"field will now be visible below the “Cc:"field.

3. Add the addresses of the recipients that you would like to receive the
forwarded e-mail to the “Bcc:"field.

4. Asa courtesy to others, highlight and then delete the “From:"and “To:"
addresses within the body of the e-mail so spammers don't harvest
these addresses.

5. Itis a good idea to enter your personal e-mail address in the “To:" field
as often times spam filters will catch messages that do not have an
address in the “To:"field. To do this, click on the empty “To:"field and
then enter your e-mail address.

6. Click the “Send”button on the message’s toolbar.
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